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ABSTRACT
This paper focuses on the applicability of RC4 algorithm in Bluetooth data encryption method for achieving better
energy efficiency of mobile devices during data transfer. Present E0 encryption algorithm of the Bluetooth standard
has the difficulty of slow operational speed which in turn consumes more battery life of Bluetooth devices and also
there are chances for the attacker to break the encryption. In this paper, RC4 encryption algorithm has been
implemented replacing the E0 to strengthen the encryption as well as to overcome the power limitations that mobile
devices exhibit. A simulation was conducted to verify the applicability of RC4 encryption algorithm by comparing the
encryption time and memory usage among RC4 and E0 while encrypting and decrypting. The simulation result shows
significant improvement to support the “go green” concept by reducing the energy consumption while encryption took
place.
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Introduction

The global information and communications technology (ICT) industry accounts for approximately 2 percent
of global carbon dioxide (CO2) emissions which contribute to global warming and climate change [1]. Mobile Telecom
is one of the contributing factors in the ICT carbon footprint. Hence, there is a need for solution to optimize energy
consumption in the ICT sectors. Such solutions are collectively referred to as Green ICT [1]. Green ICT focused more
on protecting environment by reducing the emissions of energy (CO2). In order to design more energy efficient mobile
devices the battery consumption of the mobile devices should be reduced in various mobile applications. In this
direction Bluetooth technology was reviewed especially on its encryption method that could be enhanced for green
ICT through algorithmic efficiency.
Bluetooth technology is one of the wireless connections available for free communication between devices in
short range. It operates at 2.4 GHz radio frequency range and has the capabilities of point-to-multipoint connection at
the speed up to 1 Mbps [3].It has gained quick popularity among mobile user to share data, images and other
applications. As countries around the globe is seeking ways to ensure stability in supply and energy demand,
Bluetooth as low energy technology promises to change the way we think about power consumption [4].Recent years
witnessed strains in electrical grid as the demand for electricity has shooted up. High-profile blackouts, like the one in
August 2003 that crippled New York City[4] or the blackout that disrupted services in Italy and Switzerland just a
month later [4], Bluetooth as a low energy technologies is being introduced and able to deliver a robust solution.
Encryption and transmission seem to be inevitable process in wireless or mobile technologies to provide
security measure. Encryption is the conversion of data into another form called cipher text. Cipher text is an
unreadable format of text by unauthorized viewer until it is converted again to plain text with a predefined key [5].
Bluetooth technologies use E0 encryption method. E0 is a stream cipher which generates a sequence of random
numbers and combines it with the data using XOR operator. Bluetooth security architectures are weak, especially
during initial pairing and if a weak PIN were used. [6] There are also direct attacks on E0 cipher with the high
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complexity (2
& 2 ). Moreover E0 algorithm is very slow in terms of operational speed [7] and theoretically
consumes more battery life of Bluetooth devices. In contrast, RC4 encryption method [8] has its strength that would
increase the security of Bluetooth environment. It is a shared key stream cipher algorithm requiring a secure
exchange of a shared key. It applies a variable length key from 1 to 256 bytes to initialize a 256-byte state table
[8].This encryption algorithm is used by standards such as IEEE 802.11 within WEP (Wireless Encryption Protocol)
using a 40 and 128-bit keys [9].It is also proven that, RC 4 encryption method still being the best in term of encryption
speed compare to other encryption method [10]. While echoing the go green solution being introduced by bluetooth
technologies, this paper will be elaborating on the applicabbility of RC4 as the improved encryption algorithm for
bluetooth to ensure better security as well as reduction in energy usage while transfering data using bluetooth.
The rest of the paper is organized as follows: Section 2 introduces the background and related work, Section
3 describes the applicability of RC4 algorithm, in Section 4, the implementation of RC4 algorithm in a simulation
application is presented. Simulation results are given in Section 5. Finally we concluded the paper in Section 6.

2.0

Background and Related Work

2.1

Green ICT

One of the major challenges being faced in transforming to Green ICT is limited maturity of technical
knowledge and also the awareness amongst the ICT users on its emission of carbon footprint. It is evident that ICT
sector has a significant carbon footprint [1, 22] and there are researches going on about creating eco-friendly ICT
sectors. In general, carbon footprints of the ICT sector are mainly being measured in terms of electricity usage.
Besides, there are also other contributors like telecommunication infrastructure, data center etc. Mobile devices have
a significant role in this scenario. Fig 1 shows the percentage of the ICT’s global carbon emissions. In [1] the authors
have presented their investigated result which shows that in telecommunication infrastructure the global carbon
footprint of the telecom devices was 18 MtCO2e in 2002 and expected to increase to 51 MtCO2e by 2020. Hence,
Green ICT became essential to maximize the energy gains and efficiency increase. One of the strategies in this
regard is algorithmic efficiency [23].

Fig. 1: ICT’s Carbon Footprint [2]
2.2

Encryption Methods

Encryption is the conversion of data into another form called cipher text. Basically, there are two methods of
generating cipher text, which are stream cipher and block cipher. The two methods are the same except for the size
of data on each transfer [11]. Stream ciphers are one of the simplest methods [12] used in encryption where each bits
of data is consecutively encrypted using a bit of key. In order to strengthen the stream ciphers, varying length of
crypto key could be used which would make the cracking process difficult. Unlike stream ciphers which encrypt every
bit, block ciphers are designed to encrypt chunks of data of a specific size. Size of data for each pass (known as
block) as well as size of crypto key will be determined before the encryption process [12]. However, stream cipher is
still being a favorite method for mobile devices for the following valid reasons:
(1) Stream ciphers are typically faster than the block cipher which ensures the low consumption in energy
and memory- both of which could drain the battery life.

(2) Block cipher typically requires more memories , since they work on a larger chunks of data and often
have “carry over” from previous blocks, whereas since stream ciphers work s on only few bits at a time
they have relatively low memory requirements
(3) Stream ciphers doesn’t need padding as requires by block ciphers which operates on complete blocks.
Bluetooth technologies use E0 encryption method. E0 is a stream cipher method which generates a
sequence of random numbers and combines it with the data using XOR operator. 128 bits key is the common key
used in this technology. E0 generates each bit using four shift registers (LFSR) of various lengths (25, 31, 33, and 39)
of bits. Besides that, there are two internal states which carry 2 bits each. For every clock tick, there will be a shift on
registers and the internal states get updated with the current state, previous state and the value of shift registers.
Those bits will be added with another four bits which are extracted from the shift registers. The first bit of the 2 bit
register would be the output for the encoding. Besides that, Bluetooth compute different key for the authentication and
encryption as not the case for 802.11. Bluetooth security architectures are weak, especially during initial pairing and if
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a weak PIN were used [6]. There are also direct attacks on E0 cipher with the high complexity (2 & 2 ).

2.3

Limitation of E0 Encryption of Bluetooth Technology

Researches [5, 6, 13, and 14] reveal that, E0 encryption method has significant drawbacks. This can be
mentioned as follows:
(1) E0 algorithm is very slow in terms of operational speed and theoretically consumes more battery life of
Bluetooth devices.
(2) E0 is an standard algorithm which is not highly comparable on secure environment [7]
(3) The chances for the attacker to break the encryption are by considering two cryptanalytic models:a. If an attacker know the key stream bits and want to recover the secret key
b. An attacker uses a truly random key stream to guess the right key stream generated.
(4) GSM security could be compromised due to the possibility of key replay and poorly designed co-existence of
encryption algorithm. E0 algorithm is considered inadequate to support current needs during data
transferring process.
(5) Theoretically, Bluetooth security mechanism which has authentication and encryption should be sufficient to
set up local trust domain but due to limitation, the security of WPANs mostly compromises [13]. Most mobile
devices have a fixed PIN value and maximum carries four digits value. The quality of random number
generators is also questionable.
(6) At the moment, encryption were used only if its needed and each request will be using different encryption
key since it uses short encryption key and also to prevent the weakening strength of the key [6]. Encryption
is only being done on payload and would need complex algorithm for higher security.

3.0

Applicability of RC4 Encryption Method

Wide investigation has been performed on the basic features of RC4 encryption algorithm to prove this as
the appropriate algorithm for Bluetooth encryption method. First of all from the discussion in section 2.2, it clear that
stream cipher encryption method is still preferred instead of block cipher method. Listed below, the features of RC 4
encryption method:
(1) RC 4 applies a variable length key from 1 to 256 bytes to initialize a 256-byte state table. The state table will
be used for succeeding generation of pseudo-random bytes and then to generate a pseudo-random stream
which is XORed with the plaintext to transform into cipher text. Each element in the state stable is swapped
at least once.
(2) Two phases involves in RC 4 algorithm, key setup and ciphering. Key setup carries the most difficult portion
of the algorithm where during an N-bit key setup (N = key length), the encryption key is used to generate an
encrypting variable using two arrays, state and key, and N-number of swapping operations. Swapping
operation mostly consists of bytes, modulo and some other formulas.
(3) The produced encryption key from key setup would be used in ciphering phase where it is XORed with the
plain text message to create an encrypted message. The receiver would decrypt the encrypted message
with the same encrypting key.
(4) The RC 4 key is mostly limited to 40 bits but can also goes as high as 128 bits key. The capability is
restricted within 1 and 2048 bits and also attracts a lot commercial software package such as bit-torrent,
Skype, SSL and Oracle Secure SQL.
Besides that, RC4 has its strength that would increase the security of Bluetooth environment as listed below:(1) The difficulties of knowing values in the table

(2) The difficulties of knowing the location in the table used to select each value in sequence
(3) A meticulous RC4 key can be utilized only once
(4) Encryption process is 10 times faster than DES
While this paper focusing on the applicability of RC4 as a replacement for E0 encryption method to reduce
energy consumption, research was conducted on the various types of encryptions regardless of stream cipher or
block cipher methods. In [10] a comparison has been done among different encryption method based on encryption
time. Fig 2 shows the simplified graphs of speed over data comparison for various encryption methods. It is proven
that, RC 4 encryption method still being the best in terms of encryption speed compare to other leading encryption
methods. As the main objective of this paper is to introduce low energy consumable encryption method for mobile
devices, it is important to ensure the low energy consumption of mobile devices which run on limited energy source.

Fig. 2: Comparison of encryption times for various common
symmetric encryption algorithms provided as standard in Java 6 [10]

4.0

RC4 Encryption pseudo-code

RC 4 encryption algorithm is given below:
As discussed earlier, the algorithm can be broken into two stages: key setup (initialization) and ciphering
(operation). In the initialization stage, the S is populated using 256-bit state table using K (key) as a seed. Once the
state table is obtained, it continues to modify in a regular pattern as data is encrypted
The initialization process shown by the pseudo-code [15];

j = 0;
for i = 0 to 255:
S[i] = i;
for i = 0 to 255:
j = (j + S[i] + K[i]) mod 256;
swap S[i] and S[j];
It is noticeable that the swapping of the 0 to 255 occurs only once in the state table and the values of the state table
are being provided. Upon completion of initialization process, the operation process will be as below
i = j = 0;
for (k = 0 to N-1)
{
i = (i + 1) mod 256;
j = (j + S[i]) mod 256;
swap S[i] and S[j];
pr = S[ (S[i] + S[j]) mod 256]
output M[k] XOR pr
}
Where M [0...N-1] is the input message consisting of N bits.

The algorithm constructs a stream of pseudo-random values. The input stream is XORed with these values, bit by bit.
The encryption and decryption process is the same as the data stream is simply XORed with the generated key
sequence. If it is fed in an encrypted message, it will produce the decrypted message output, and if it is fed in
plaintext message, it will produce the encrypted version [15].
5.0

Implementation of RC4 in a Simulation Application

A simulation application was developed to investigate more on the comparison of E0 and RC 4 encryption
method in term of encryption speed and transfer rate as well as battery consumption. The application was developed
using Java and with the aid of Blue Cove (Bluetooth DLL). Nokia E71 was used as the mobile devices to receive data
from the server. Dell Latitude E6400 was used as the server to transmit data via Bluetooth connection. The server will
be creating a dedicated port for the data transfer and will keep it active for a client to send request. Upon successful
request, the server re-verify the encryption method proposed by the client and if that is differ from the server
preference than, the communication will be dropped. Fig 3 has shown the interface of server simulation which has the
multiline text box that records the interaction between client and server. As for comparison purposes, no encryption
and E0 encryption were also added as an option that could be selected while transferring data. Fig 4 displays the
client simulation application where it has a simple interface to indicate searching for device mode, encryption option
and also data transfer details.

Fig.3: Server Simulator using Java

Fig.4: Client Simulator using Java
Since this is the simulation, the encryption method was not embedded into physical layer but just used in application
layer to prove its applicability.
6.0

Simulation Results

The simulation above shows that RC4 encryption algorithm has a better hold on complexity as well as
performance speed. It has also proven that the faster the encryption process the lesser the energy being used.

Fig.5: Time comparison for a full encryption cycle between E0 and RC 4 using Java
Besides, Table 1 shows the transfer rate applied while transferring data between server and client with
selected encryption method used. This has also proved that, the higher the memory being used the slower the
transfer rate. RC 4 again has proved its applicability to keep the energy consumption at the lower end.
Table 1: Transfer Rate to transfer data between server and client
Encryption Method

Data Size

Transfer Rate (Kb/s)

E0

2MB

3.9

E0

4MB

3.2

E0

6MB

2.8

RC4

2MB

9.6

RC4

4MB

8.9

RC4

6MB

8.4

Last comparison was on battery power consumption during a large number of encryption cycles. It was
proven again for on the final simulation where RC 4 has better battery power management while E0 encryption
method drains more battery power. Fig 6 shows the results charts.

Fig.6: Comparison between E0 and RC 4 on battery power consumption

7.0

Conclusion

There are many advantages of having RC4 encryption algorithm compare to E0. Simulation of RC 4
encryption algorithm, proven to be better in terms of battery power consumption, speed of encryption cycle and
memory usage that reflects transfer rate while transferring encrypted data. RC 4 encryption is contributing more
towards eco-system in Bluetooth environment compare to E0 encryption method. So the application of RC4
encryption algorithm in Bluetooth data encryption method will reduce energy consumption in mobile devices and
makes ICT services green friendly.

8.0
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